


The Battleground of Smart Contracts: 
How to Outsmart Hackers?

Rebound 
TenArmor



About TenArmor
Your Trusted Partner in On-Chain Security

• Intro to TenArmor 

• TenArmor is a Web3 security-focused startup specializing in real-time on-chain 
monitoring and response, smart contracts audits, and address screening 
services. 

• Since July 2024, We’ve proactively detected 22503 security incidents(attacks and 
scams) early with an approximate total loss of $3.1B. 

• Successfully recovered $960k for projects 

• About Rebound 

• Years of experience in Web2 security, now focusing on building Web3 security.



The Current State of Web3 Threats
Identifying the Risks in an Evolving Blockchain Ecosystem

• DeFi: A Prime Target of Hackers
Number of hacks Amount of value in $dollars stolen

• We need more innovative and proactive solutions



Solutions to Combat Web3 Threats
Advanced Detection, Response, and Prevention Technologies

• Real-Time Attack Detection and Response 

• Audits are Essential, but Not a Sliver Bullet 

• Traditional audits can’t identify all vulnerabilities, especially operational or configuration-
related issues. 

• Opportunity to Minimize Losses 

• Many smart contract exploits involve multiple transactions over hours, providing a 
window for intervention. 

• Proactive Defense is Key 

• Early attack detection and automated responses are crucial to prevent or reduce 
potential losses.



Solutions to Combat Web3 Threats
Advanced Detection, Response, and Prevention Technologies

• Many major incidents last multiple transactions and span minutes to hours

Project Loss Date Audit Status Attack Tx Count Attack Duration Reference

Onyx $4M 2024-09-26
Audited,  

Bug Bounty 
Program

5 8 hours
https://

tenarmor.com/
blogs/en/
published/

Penpie $27M 2024-09-03
Audited by 

WatchPug and 
Tokyo

4 50 minutes
https://

tenarmor.com/
blogs/en/
published/

Ronin Bridge $11.8M 2024-08-06 Misconfiguration 3 38 minutes
https://

tenarmor.com/
blogs/en/
published/

LI.FI. $11M 2024-07-16
Audited, except for 
the newly deployed 

GasZipFacet
19 48 minutes

https://
tenarmor.com/

blogs/en/
published/

https://tenarmor.com/blogs/en/published/Onyx%20Protocol%20Attacked%20Again,%20Losing%20$3.8M/
https://tenarmor.com/blogs/en/published/Penpie%20Suffers%20Reentrancy%20Attack%20with%20Losses%20of%2027.34M/
https://tenarmor.com/blogs/en/published/Are%20We%20Powerless%20When%20Under%20Attack/
https://tenarmor.com/blogs/en/published/Are%20We%20Powerless%20When%20Under%20Attack/
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• Project X Successfully Recovered $130K (2024-09-26)
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Our Solutions to Combat Web3 Threats
Advanced Detection, Response, and Prevention Technologies

• Real-Time Attack Detection and Response

DeFi 
Protocol

Attack Tx

Attack Tx

Attack Tx

…

Attack Tx

Attack Tx

…

Pause/Rescue Tx

Attack Detection Response Action

Mempool / On-Chain On-Chain

Attacker

Customized Rules

Controlled Loss or Zero Loss
Early Detection

Automated or Manual Action



Our Solutions to Combat Web3 Threats
Advanced Detection, Response, and Prevention Technologies

• AI-Based Detection Model
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• AI-Based Detection Model 

• Simulates transactions and checks for abnormal fund flow
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Key Takeaways for Web3 Protocols 
• Security is a continuous process, not a one-time event 

• Adopt defense-in-depth, not relying on a single point 

• Audit before launch 

• Monitor after launch 

• Respond quickly to incidents to minimize losses 

• Integrate real-time threat detection tools



Thank You for Your Time
• Visit us: www.tenarmor.com 

• Email: team@tenarmor.com 

• Follow us: @TenArmor, @TenArmorAlert 

• Telegram: https://t.me/TenArmorTeam 

• TenMonitor: https://tenmonitor.com/ 

• Securing the future of digital assets — starting with you.

http://www.tenarmor.com
mailto:team@tenarmor.com
https://t.me/TenArmorTeam
https://tenmonitor.com/

