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Partner�&�CISO�of�SlowMist�
Veteran�Security�Researcher�
Wall�of�Fame:�AppleծMicrosoftծ�OpenSeaծ
YubicoծAxieծAuth0ծCloudflareծGrab..�etc

@im23pds



Services�and�Products

Blockchain�Security�Audit Security�Monitoring

Blockchain�AML Incident�Response�Service

Provide�security�services�for�CEX,�DEX,�
DeFi,�GameFi,�NFT,�Wallets,�
Blockchains

MistEye,�the�meticulously�developed�
system�that�provides�comprehensive�
dynamic�security�monitoring�services�
for�Web3�projects

An�AML/CFT�compliance�solution�that�
employs�on-chain�analytics�to�trace�illicit�
funds.�Customers�served:�90�+�;�Cumulative�
recovered�assets:�$1,000,000,000�+

Aiming�to�help�Web3�projects�quickly�
and�effectively�respond�to�security�
incidents�and�threats

Red�Teaming

Security�Consulting

Evaluate�personal,�organizational,�supply�
chain,�office,�and�physical�security�risks

Provide�technical,�risk�management�
and�emergency�response�support,�
along�with�recommendations�for�
improvements
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Common�Focus:��
Web3�security�discussions�often�center�on�smart�contracts�and�blockchain�vulnerabilities.�

Broader�Landscape:��
Web2�elements�also�play�a�crucial�role�and�are�frequently�targeted�by�attackers.�

Web2�Attack�Vectors�in�Web3�Industry�
• Targeting�user�credentials�through�fake�websites,�emails�or�malicious�programs.�

• Manipulating�insiders�or�users�to�gain�access�to�sensitive�information.�

• Exploiting�weaknesses�in�Web2�components�like�APIs,�databases,�and�user�interfaces.�

• Attacks�on�servers,�hosting�providers,�and�DNS�to�disrupt�services�or�hijack�transactions.�

• Stealing�cryptocurrency�private�keys�or�seed�phrases.�

• Deceiving�users�into�providing�signature�authorizations,�and�more.

Real-�World�Web2�Attack�Cases�in�the�Web3�Industry



https://hacked.slowmist.io

Overview�of�Industry�Losses



APT�Case�Study:�Real-World�Incident�(01)
Incident�Overview�

Loss�Details:�Senior�executives�and�institutions�within�the�company�were�targeted�in�a�phishing�
attack,�resulting�in�a�loss�exceeding�1.6�million�Eigens�tokens.



APT�Case�Study:�Real-World�Incident�(01)

sent�forged�DocuSign

�visit�phishing�website��
Google�account�credentials�
were�stolen�after�input.

google�account�takeover�

Monitoring�Users�and�project�
parties�Email�correspondence

Users�and�projects�chatting�
about�payment

payment

Fake�addresses,�insert�mail�flow�
send�to�projects



APT�Case�Study:�Real-World�Incident�(01)

Incident�Overview�

TTPs�(Tactics,�Techniques,�and�Procedures):�

• Tactics:�Phishing�combined�with�social�engineering,�targeting�senior�executives�and�
institutions�by�impersonating�the�trusted�DocuSign�brand.�

• Techniques:�Deployment�of�phishing�websites�to�steal�Google�credentials�and�exploitation�
of�compromised�email�accounts�to�send�fraudulent�messages.�

• Procedures:�A�multi-stage�attack�chain�involving�initial�phishing�emails,�credential�theft,�
account�takeover,�and�subsequent�theft�of�cryptocurrency�assets.



APT�Case�Study:�Real-World�Incident�(01)

Lessons�Learned�

Prevention:	Enable�MFA�for�critical�accounts.�Train�staff�via�phishing�simulations.�Deploy�AI�email�
filters�to�block�suspicious�senders.�Monitor�logins�and�transactions.	

Response:	Isolate�compromised�accounts�immediately.�Enforce�multi-approval�for�fund�
transfers.�Conduct�security�drills�to�test�protocols.�

Other:�Update�training�with�emerging�threats.�Use�enterprise�email�security�tools.�Set�strict�
account�security�baselines.



APT�Case�Study:�Real-World�Incident�(02)

Incident�Overview�

Since�June�2024,�the�Lazarus�Group�has�launched�a�state-sponsored�APT�campaign�targeting�
cryptocurrency�exchanges.�Attackers�embedded�malicious�code�in�fake�open-source�projects�
(e.g.,�financial�tools),�exploiting�PyYAML�for�remote�control.�Multiple�exchanges�were�
compromised,�though�some�attacks�were�blocked�due�to�triggered�security�alerts.�

Loss�Details:��

Over�2�billion�USD�

Intelligence:��

• https://slowmist.medium.com/cryptocurrency-apt-intelligence-unveiling-lazarus-groups-
intrusion-techniques-a1a6efda7d34�

• https://www.validin.com/blog/bybit_hack_infrastructure_hunt



APT�Case�Study:�Real-World�Incident�(02)

I�have�a�financial�analysis�
tool�that�can�help�you�
capture�market�trends.What�kind�of�tool�is�it�and�

how�much�profit�it�can�
bring?

This�tool�can�help�you�find�
the�right�time�to�enter�the�
stock�or�crypto�market.That's�great.�Can�you�share�

this�tool�with�me?



APT�Case�Study:�Real-World�Incident�(02)

This�is�the�download�link�
for�the�tool:�https://xxx/
xxx.zip

That's�great.�You're�such�
a�good�person.



APT�Case�Study:�Real-World�Incident�(02)

Control�the�organization's�employee�
computers�through�Trojan�horses

Use�the�VPN�network�of�
the�employee's�
computer�to�access�the�
Vault�server Get�the�private�key�on�the�

Vault�server�and�steal�
cryptocurrency�assets



APT�Case�Study:�Real-World�Incident�(02)

Incident�Overview�

After�the�Bybit�breach,�SlowMist�publicly�disclosed�the�attack�intelligence�(IOCs/TTPs)�for�
the�first�time,�enabling�ecosystem�projects�to�rapidly�assess�risks�and�enhance�defenses.�

Attack�Pathway:�

Disguised�Open-Source�Projects:�Uploaded�fake�GitHub�repositories�(e.g.,�xxxstockinvestsimulator-
main.zip)�mimicking�legitimate�financial�analysis�tools.�

Social�Engineering:�Deceiving�the�target�to�run�a�financial�analysis�tool.�

Malicious�Code�Injection:�Inserted�RCE�logic�via�PyYAML's�yaml.load�in�files�like�data_fetcher.py.�

C2�Communication:�Used�malicious�domains�(e.g.,�getstockprice.info,�etc)�and�IPs�(e.g.,�
193.233.171.58,�etc)�to�control�devices�and�exfiltrate�data.



APT�Case�Study:�Real-World�Incident�(02)



APT�Case�Study:�Real-World�Incident�(02)

How�much�does�it�cost?�

¥�2,000



Current�State�of�Corporate�Defense�Strategies

Implement�security�policies�on�network�proxies�to�
enable�security�decisions�and�service�management�
based�on�a�zero-trust�model.�

Solution:�Fortinet�,�Akamai�,�Cloudflare�etc.

1.Secure�Network�Proxy�
Configuration

Enforce�security�controls�at�the�DNS�layer�to�detect�
and�block�requests�resolving�known�malicious�
domains,�preventing�DNS�spoofing�or�data�leaks.�

Solution:�Heimdal,�Palo�Alto,�Cisco�Umbrella�etc.

2.DNS�Traffic�Security�
Protection

Analyze�network�traffic�data�in�real�time�to�detect�
anomalies�and�identify�potential�attacks�(e.g.,�IDS/
IPS).�Deploy�HIDS�on�servers�to�detect�exploitation�
attempts�early.�

Solution:�SolarWinds,�Alibaba�Cloud�Security�
Center,�GlassWire,�Little�Snitch�etc.

3.Network�Traffic/Host�
Monitoring�and�Threat�Detection

Divide�the�network�into�smaller,�isolated�zones�to�
limit�threat�propagation�and�enhance�security�
controls.�

Solution:�Akamai�Guardicore,�Cisco�Identity�Services�
Engine�etc

4.Network�Segmentation

https://www.fortinet.com/
https://www.akamai.com/glossary/where-to-start-with-zero-trust
https://www.cloudflare.com/zero-trust/products/access/
https://heimdalsecurity.com/enterprise-security/products/network-dns-security
https://heimdalsecurity.com/enterprise-security/products/network-dns-security
https://start.paloaltonetworks.com/dns-security-free-trial.html
https://umbrella.cisco.com/
https://www.solarwinds.com/products
https://www.alibabacloud.com/product/security_center
https://www.alibabacloud.com/product/security_center
https://www.glasswire.com/
https://www.obdev.at/products/littlesnitch/index.html
https://www.akamai.com/products/akamai-guardicore-platform
https://www.cisco.com/site/us/en/products/security/identity-services-engine/index.html
https://www.cisco.com/site/us/en/products/security/identity-services-engine/index.html


Current�State�of�Corporate�Defense�Strategies

Improve�security�awareness�among�team�members,�
enabling�them�to�recognize�most�social�engineering�
attacks�and�proactively�report�anomalies�for�quicker�
investigation.�

Solution:�Blockchain�Dark�Forest�Selfguard�
Handbook,�Web3�Phishing�Techniques�Analysis�etc.

8.Enhancing�Security�
Awareness

Consolidate�log�data�from�different�systems�into�a�
unified�platform�for�easier�tracking,�analysis,�and�
response�to�security�incidents.�

Solution:�Splunk�Enterprise�Security,�Graylog,�ELK�etc.

7.Centralized�Log�Management�
and�Analysis

Hardening�considerations�involve�implementing�
security�measures�to�reduce�vulnerabilities�and�
strengthen�system�defenses�against�potential�
attacks.�

Solution:�Tenable.io,�public.cyber.mil�etc

5.System�Hardening�
Measures

Provide�real-time�monitoring�of�endpoint�activities,�
detect�potential�threats,�enable�rapid�response�
(e.g.,�EDR),�and�enforce�application�whitelisting�to�
identify�and�alert�on�abnormal�programs.�

Solution:�CrowdStrike�Falcon,�Microsoft�Defender�
for�Endpoint�etc.

6.Endpoint�Visibility

https://darkhandbook.io/)
https://darkhandbook.io/)
https://github.com/slowmist/Knowledge-Base/blob/master/security-research/Analysis-of-Web3-Phishing-Techniques.pdf
https://www.splunk.com/
https://graylog.org/
https://www.tenable.com/
https://public.cyber.mil
https://www.crowdstrike.com/
https://learn.microsoft.com/en-us/defender-endpoint/microsoft-defender-endpoint
https://learn.microsoft.com/en-us/defender-endpoint/microsoft-defender-endpoint
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Increased�Difficulty�
Advanced�Defenses:�AI�detection,�robust�firewalls.�
Stricter�Policies:�Tight�access�controls,�comprehensive�monitoring.

Impact�on�Red�Teams�
Challenges:�Traditional�attacks�less�effective.�
Examples:�Legacy�methods�failing,�need�for�stealth.

New�Techniques�
Innovations:�Social�engineering,�advanced�persistence.�
Adaptation:�Multi-layered�strategies,�new�tech�vulnerabilities.

Evolving�Red�Team�Tactics�in�Response�to��
Enhanced�Defenses

The�red�teamer�must�adapt�and�explore�new�attack�techniques�to�keep�the�drill�effective.



Cyber�Kill�Chain�=>�Unified�Kill�Chain

• The�Cyber�Kill�Chain,�developed�by�Lockheed�Martin,�
outlines�a�linear�sequence�of�attack�stages�from�
reconnaissance�to�achieving�objectives,�helping�
organizations�understand�and�defend�against�specific�
attack�phases.�In�contrast.�

• The�Unified�Kill�Chain�offers�a�more�comprehensive�and�
flexible�framework,�integrating�additional�phases�like�
preparation�and�post-exploitation,�to�address�a�wider�
range�of�attack�scenarios�and�defensive�strategies.�

• The�Unified�Kill�Chain�offers�enhanced�flexibility�for�
modeling�attacks�from�diverse�threat�perspectives.�



Red�Team�vs.�Blue�Team:�Roles�and�Common�Goal

The�defenders�who�
protect�an�
organization's�
systems�and�respond�
to�security�threats.

BLUE�TEAM

Both�Blue�Team�and�Red�
Team�aim�to�improve�an�
organization's�overall�
security�by�identifying�and�
addressing�vulnerabilities.

GOAL

Incident�ResponseImprove�overall�security�through�drillsSocial�Engineering

Security�MonitoringStrategies�for�verifying�defense�and�detectionPenetration�Tests

Implementing�ControlsFind�vulnerabilitiesVulnerability�Assessments

A�group�that�
simulates�real-
world�attacks�to�test�
an�organization's�
security�defenses.

RED�TEAM



Blue�Team�Perspective�
• Defense:�Comprehensive�coverage�from�reconnaissance�to�objective.�
• Control:�People,�Process,�and�Technology.�
• Detection:�Identify�effective�TTPs�(Tactics,�Techniques,�and�Procedures)�for�attacks.

Evolving�Defenses�and�Innovative�Breaches:��
SlowMist's�Approach

Red�Team�Perspective�
"Trust�but�Verify"�ˊ�Validate�and�challenge�vendor�claims�about�their�security�products.�

General�Bypass�Techniques:�
• Exploiting�software�vulnerabilities.�
• Using�social�engineering�techniques.�
• Implementing�stealth�techniques�to�avoid�detection.�

Open�Source�Bypass�Techniques:�
Bypass-AV�GitHub�Repository�-�Includes�various�methods�for�bypassing�antivirus�software.�
https://github.com/matro7sh/BypassAV/blob/main/img/Bypass-AV.png



Red�Team�Exercise�
• Simulates�realistic�attacks�and�tests�defenses.�
• Adapt�and�explore�new�attack�techniques�to�keep�the�drill�effective.�

Blue�Team�Response�
• Analyzes�and�responds�to�the�simulated�attack.�

Feedback�and�Learning�
• Gather�insights�and�identify�areas�for�improvement.�

Enhanced�Defenses�
• Implement�improved�strategies�and�processes.�

Continuous�Evolution�
• Red�Team�exercises�drive�ongoing�improvement�in�security�defenses,�
making�the�Blue�Team�more�effective�with�each�exercise.

Response

Learning

Enhanced�

Ev
olu
tio
n

Ex
erc
ise

Evolving�Defenses�and�Innovative�Breaches:��
SlowMist's�Approach

The�more�you�train,�the�more�you�improve
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How�SlowMist�Delivers�Full-Lifecycle�Protection



How�SlowMist�Delivers�Full-Lifecycle�Protection



MistEye�Security�Monitor

MistEye's�security�monitoring�is�dedicated�to�serving�Web3�security�consultation�clients.�By�conducting�real-time�
surveillance�of�specific�domains,�smart�contracts,�and�wallet�addresses,�it�preemptively�uncovers�potential�risks�for�
projects�and�aids�in�promptly�mitigating�these�risks.

MistEye�is�equipped�to�support�the�following�types�of�security�monitoring:�
• On-chain:�Monitoring�for�abnormal�transactions.�
• On-chain:�Oversight�of�wallet/contract�assets.�
• On-chain:�Scrutiny�of�smart�contracts.�
• Off-chain:�Ensuring�Web3�component�security�through�timely�updates.�
• Off-chain:�Monitoring�of�front-end�code.�
• Off-chain:�Surveillance�of�domain�information.�
• Off-chain:�Newly�released�vulnerabilities�or�PoC�collection�and�notification.�
• Intelligence:�Capture�and�provide�intelligence�on�APT�attacks�targeting�the�cryptocurrency�industry.

https://misteye.io



MistEye�Security�Monitor
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MistEye�Security�Monitor



Blockchain�AML�Solution

The�SlowMist�threat�intelligence�engine�utilizes�a�comprehensive�approach�to�data�collection,�combining�data�
cleaning�and�integration�with�advanced�artificial�intelligence�technology�to�extract�precise�data�from�vast�
datasets.�This�engine�covers�relevant�content�from�various�sources,�including�the�dark�web�and�hundreds�of�
exchanges�worldwide,�and�it�tracks�over�100,000�malicious�wallet�addresses�for�popular�cryptocurrencies�such�
as�BTC,�ETH,�EOS,�XRP,�TRX,�and�USDT.

Malicious�Address�Library

Benefit

Exchange Wallet Asset�Management�Platform
Mitigate�money�
laundering�and�policy�
risks�with�ease

Assist�users�in�preventing�
fraud�and�safeguarding�
digital�assets

Verify�assets�sources,�prevent�
disputes,�and�protect�the�
platform's�reputation

https://aml.slowmist.com/malicious-address-library.html



Blockchain�AML�Solution



Expert�services�designed�to�investigate�

incidents�and�recover�stolen�funds.

90+��
Customers�Served

$1,000,000,000+�
Cumulative�Recovered�Assets

$120,000,000+�
Frozen�Assets�in�2024

Our�Solution:�MistTrack�Tracking�Service



+�More�than�100�partners

Our�Solution:�MistTrack�Tracking�Service



In�June�2021,�we�successfully�aided�Poly�Network�
in�recovering�over�$610�million�worth�of�
cryptocurrencies

Recovering

More�recovering�is�happening:�

SlowMist�Security�Team�has�helped�multiple�
projects�recover�losses,�including:�Lendf.me,�
Socket�Protocol,�Hope�Lend�Protocol,�and�others.



GitHubX�(Twitter) Medium
@SlowMist_Team https://github.com/slowmist https://slowmist.medium.com

Email
team@slowmist.com

Official�Website
https://slowmist.com

Thank�You


